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General Title: How to Disable Task Manager

Abstract: This document provides instructions on how to disable Task Manager for Windows 7
and 10.

Applicability: Prevention of unauthorized and untracked deletion of records and data affecting
compliance and other GMP and legal documentation.

Symptom: Accidental deletion of data via unauthorized use of Task Manager

Cause: Enabled Task Manager access

Task Manager should be disabled so that the SoloVPE software cannot be closed through Windows without all
data first being saved. In order to do this, Windows Admin must be able to edit the Group Policy.

For Windows 7:

1. Go to the start button and click on the search programs and files.

2. Type gpedit.msc and click OK.
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3. When the Group Policy window appears follow these steps:

Expand the User Configuration folder

Under this, expand the Administrative Templates folder

Expand the System folder

Then select the Ctrl+Alt+Del Options folder

In the right side of the window, double click the Remove Task Manager option
Select Enable

Click on Apply

Then select OK
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Note: Since the policy is called “Remove Task Manager,” selecting Disable would allow the user access to
Task Manager.
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Local Computer Palicy | Setting | State I

-l Computer Configuration b JRemove Task Manager - Nok configred |
3 Q Software Settings ;‘& Remove Lock Computer Not configured
-8 Winc?ofns Sgttings @ Remove Change Password Mot configured
+-[_] Administrative Templates § Remove Logoff Not configured

= & User Configuration
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+-_] windows Settings
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+-(_] Control Panel
[__] Shared Folders
+-(_] Network
=1-(_] System
(] User Profiles
(] Scripts
‘_ Ctrl+al+Del Options
(] Logon
(L] Group Policy
(L] Power Management

Extended ), Standard /

Windows 10:
1. Press the Windows + R keys.

2. Type gpedit.msc when the Run window appears.
3. Click OK.
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4. When the Local Group Policy Editor window appears:
a. Expand the Administrative Templates folder
b. Then expand the System folder
c. Select the Ctrl+Alt+Del Options folder
d. Double click Remove Task Manager
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Description:
This policy setting prevents users
from starting Task Manager.
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~| Driver Installation Task Manager (taskmgr.exe) lets
“| Folder Redirection users start and stop programs;

| Group Policy monitor the performance of their
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5. When the Remove Task Manager window appears:
a. Select Enabled
b. Click Apply
c. Then click OK
& Remove Task Manager [m] X
B3 RemoyeiascManages Prvoisetngl [DiNerseiton
O Not Configured ~ Comment:
@® Enabled
O Disabled
Supported on: [ At |east Windows 2000
Options: Help:

This policy setting prevents users from starting Task Manager.

Task Manager (taskmgr.exe) lets users start and stop programs;
monitor the performance of their computers; view and monitor
all programs running on their computers, including system
services; find the executable names of programs; and change the
priority of the process in which programs run.

If you enable this policy setting, users will not be able to access
Task Manager. If users try to start Task Manager, a message
appears explaining that 3 policy prevents the action.

If you disable or do not configure this policy setting, users can
access Task Manager to start and stop programs, monitor the
performance of their computers, view and monitor all programs
running on their computers, including system services, find the
executable names of programs, and change the priority of the
process in which programs run.
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